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Abstract

Digital technologies have revolutionized authoritarian states’ capacity for social
control through mass surveillance. However, how citizens perceive and react to
escalating digital control remains understudied. This research proposes a risk-benefit
analytical framework to explain how awareness of state control intentions shapes
public reactions to digital surveillance in conjunction with surveillance intrusive-
ness. Using two independent survey experiments with over 2000 respondents, we
examine the public acceptance of four digital control measures with increasing
intrusiveness: CCTV cameras in public areas, CCTV cameras in residential commu-
nities, smartphone location tracking, and smartphone usage monitoring. We find that
awareness of the state’s mass monitoring and targeted repression intentions signifi-
cantly decreases public support, especially for more intrusive measures. Our find-
ings suggest that while digital innovations expand authoritarian states’ surveillance
capabilities, technological overreach may backfire by evoking public resistance.

Keywords China - Digital surveillance - Intrusiveness - Public opinion - State
control

Introduction

Digital technologies have fundamentally transformed authoritarian governance, with
China leading the global deployment of sophisticated surveillance systems [37, 48,
72]. From ubiquitous CCTV cameras to advanced smartphone tracking, the Chinese
government has leveraged information and communication technology (ICT) to bol-
ster its monitoring capabilities and suppress potential threats to regime stability [16,
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35, 76]. This digital transformation of authoritarian control reached new heights
during the COVID-19 pandemic, as the state deployed unprecedented levels of sur-
veillance in the name of public health [27, 75].

However, the effectiveness of digital control hinges on public acceptance and
cooperation [17, 33, 74]. This raises a critical yet unaddressed question: how do
citizens perceive and respond to escalating digital control? Existing scholarship
offers mixed answers. While conventional wisdom holds that state repression breeds
resentment and resistance [2, 7, 8], more recent studies find that citizens may well
support state repression [32, 81]. In the Chinese context, where digital tools have
been increasingly deployed to surveil citizens, studies have found wide public sup-
port for the state’s use of digital surveillance [38, 61].

To address this puzzle, we propose a risk-benefit framework that explains pub-
lic responses to authoritarian digital control through the interplay of perceived risks
and benefits. Focusing on the perceived risks, we argue that citizens’ risk assess-
ments are shaped by their awareness of state control intentions, including mass
monitoring and targeted repression, which allow the state to weaponize collected
information for political control. While authoritarian regimes justify escalating digi-
tal surveillance through benefits such as public safety and pandemic control, citi-
zens who recognize these technologies as instruments of political control are more
likely to perceive heightened threats to personal freedom and security. Specifically,
when realizing surveillance’s mass monitoring function, citizens become aware that
their personal information is being systematically collected; when realizing surveil-
lance’ targeted repression function, citizens are alerted to how the state can utilize
the collected information against individual citizens. This risk assessment is further
intensified by the technological intrusiveness of surveillance tools. As surveillance
penetrates deeper into private spheres to collect increasing volume and granularity
of personal information and enable more precise state control, it drives up citizens’
perceived risks. When perceived risks outweigh benefits, public acceptance of sur-
veillance transforms into opposition.

This risk-benefit framework reconciles seemingly contradictory findings in exist-
ing literature: Citizens may embrace certain surveillance measures when benefits
seem to dominate, while rejecting others when risks become more salient. The
key lies not in whether citizens categorically accept or reject surveillance, but in
how they evaluate the balance of risks and benefits across different contexts and
technologies.

We test our theoretical framework through two independent online survey experi-
ments in China, each with over 1000 respondents drawn from distinct pools of inter-
net users. Our experimental design probes the core elements of risk-benefit calcula-
tions through random assignment to one control and three treatment groups. While
all groups received information about surveillance benefits, treatment groups were
exposed to varying information about state control intentions behind digital surveil-
lance: 1) mass monitoring of citizens, 2) targeted repression of dissidents, and 3)
both mass monitoring and targeted repression simultaneously. This manipulation
allows us to examine how awareness of these state control intentions influences
public acceptance of surveillance. All participants then evaluated their support for
four increasingly intrusive digital control measures prevalent in China: 1) CCTV
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cameras in public areas, 2) CCTV cameras in residential communities, 3) smart-
phone location tracking, and 4) smartphone usage monitoring. This graduated scale
of surveillance intrusiveness enables us to identify variations in public acceptance of
different surveillance measures, especially in conjunction with citizens’ awareness
of state control intentions.

Our findings strongly support the risk-benefit framework, revealing how aware-
ness of state control intentions shapes public acceptance of digital control along
with varying degrees of technological intrusiveness. Awareness of both mass moni-
toring and targeted repression intentions significantly erodes acceptance across all
surveillance measures, with stronger effects for more intrusive technologies. This
pattern demonstrates how heightened risk perception, driven by awareness of state
control intentions, can override perceived benefits and trigger resistance, especially
to more intrusive surveillance measures. In general, citizens largely accept both pub-
lic and residential area surveillance cameras, but support plummets when monitor-
ing extends to smartphones. This sharp decline indicates a critical threshold between
static, undifferentiating surveillance and individualized surveillance that is omni-
present and hard to evade.

This research contributes to the growing literature on digital authoritarianism
in three ways. First, it proposes a risk-benefit analytical framework to reconcile
citizens’ seemingly contradictory attitudes toward digital control in previous stud-
ies. We show how awareness of state control intentions shapes perceived risks and
reveal the boundaries of public tolerance for digital control in authoritarian contexts.
Second, by disaggregating and comparatively examining a spectrum of digital con-
trol measures, we draw attention to the distinction among different surveillance tech-
nologies and divergent societal reactions. The findings challenge monolithic inter-
pretations of digital surveillance and highlight a resistance threshold between public
cameras and intimate smartphone monitoring. Finally, our results expose a central
paradox of digital authoritarianism: As regimes deploy increasingly intrusive sur-
veillance to strengthen control, they risk triggering public resistance that may ulti-
mately undermine regime stability. This insight enriches debates about authoritarian
resilience in the digital age by showing that technological overreach could backfire.

The paper proceeds as follows: Section Two reviews the existing literature and
develops our analytical framework and hypotheses regarding public acceptance of
digital control. Section Three examines the escalation of digital control in China
and illustrates state access to surveillance data facilitated by state-corporate collabo-
ration and supported by legal frameworks and institutional arrangements. Sections
Four and Five present the experimental design and empirical findings, respectively.
Section Six offers additional support through robustness checks. The final section
concludes.

Public Response to Digital Surveillance: Theoretical Analysis
Digital surveillance technologies have fundamentally transformed the relationship

between the state and the citizenry. While earlier scholarship centered on privacy-
security tradeoffs when explaining public attitudes toward digital surveillance
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in democratic contexts [9, 49], the unprecedented reach of digital surveillance in
authoritarian regimes has created a qualitatively different reality. The increasing
intrusion of digital control into citizens’ private lives raises critical questions: Under
what conditions do citizens acquiesce to or resist digital surveillance? Where lies
the threshold between public acceptance and opposition? These questions are not
merely theoretical; they cut to the heart of regime stability and state-society rela-
tions in contemporary authoritarian regimes.

Existing literature on public attitudes toward surveillance has developed primar-
ily in democratic contexts, where privacy-security tradeoffs dominate the theoretical
discussion. Studies find that citizens evaluate surveillance by weighing perceived
benefits such as public safety and crime reduction [1, 63] against risks of privacy
loss and fears of data misuse [13, 71]. The acceptance typically declines for more
intrusive technologies that collect sensitive personal data [10, 25], with online sur-
veillance and biometric data collection viewed as more concerning than traditional
CCTV monitoring [18].

China, as an authoritarian regime, presents an intriguing case. Although living
under the world’s most extensive surveillance systems [5], Chinese citizens are
found to widely support the state’s surveillance practices, ranging from CCTV cam-
eras [61], to facial recognition technology [29] and the social credit system [26]. The
support appears particularly strong when surveillance is justified by public benefits
like security enhancement [28] and pandemic control [27], and when citizens trust
the benevolence of implementing institutions [80]. Yet, this support shows impor-
tant signs of conditionality - when citizens learn about surveillance systems’ puni-
tive potential, their approval declines significantly [77].

The existing studies suggest that citizens’ attitudes toward digital surveillance
in both democratic and authoritarian contexts hinge on the perceived benefits and
risks, but the risk calculations may differ fundamentally in different political set-
tings. Compared with democracies, authoritarian states tend to have stronger incen-
tives to collect information about citizens for control purposes [16]. When states
deliberately deploy surveillance technologies for political control and repression,
citizens must evaluate more complicated political risks and personal consequences
that go beyond privacy concerns [53]. Moreover, as surveillance penetrates private
spheres, it creates mechanisms for precise political control through the weaponi-
zation of intimate personal data [11]. These distinctive features necessitate a more
nuanced understanding of citizens’ risk calculations that underpin their attitudes
toward digital surveillance in authoritarian settings.

To address this gap, we propose a risk-benefit analytical framework to explain cit-
izens’ attitudes toward digital surveillance in authoritarian contexts. While authori-
tarian regimes often justify escalating digital surveillance with such benefits as pub-
lic safety and pandemic control [6, 63], we argue that citizens’ acceptance hinges on
their perceived political risks — namely, how the state may exploit collected informa-
tion for control purposes. Central to the risk assessment is citizens’ awareness of
state control intentions, including mass monitoring and targeted repression.

Specifically, mass monitoring involves broad data collection and analysis that
enable comprehensive state oversight of the population [55, 70]. This creates an
Orwellian sense of being watched, imposing psychosocial pressure that prompts
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citizens to self-regulate their behaviors in conformity with the regime’s rules [40].
For example, awareness of online surveillance can generate a chilling effect, leading
individuals to self-censor their expressions [50, 59]. Such pressure can evoke aver-
sion and resistance to digital surveillance, especially more intrusive measures that
collect increasingly granular data.

Meanwhile, targeted repression involves the state’s concrete actions to weaponize
collected information against specific individuals or groups [16, 76]. It generates
tangible and relatable threats to individual citizens [11, 46], thereby undermining
their support for digital surveillance, especially more intrusive measures that enable
more precise targeting. Whereas the threat of mass monitoring stems from pervasive
surveillance of all citizens, targeted repression presents personalized threats of state
coercion against individuals. Recognizing these distinct control mechanisms signifi-
cantly heightens citizens’ risk perceptions of digital surveillance.

The risk calculus is further amplified by technological intrusiveness. As surveil-
lance penetrates deeper into private spheres, increasing volume and granularity of
personal information can be collected for state use. In authoritarian contexts, more
intrusive surveillance enables greater state control [11] and more precise targeting
of dissidents [51]. This transformation of personal data into potential political weap-
ons can drive up citizens’ perceived political risks. Taking smartphone surveillance
as an example, location tracking, although facilitating pandemic control during the
COVID-19 pandemic [75], can be used to track petitioners and prevent them from
traveling across administrative regions, demonstrating how granular personal data
enables targeted repression [44]. The escalation of digital control with growingly
intrusive data collection thus creates a more severe threat to personal security.

The analysis above suggests that citizens’ acceptance of surveillance can be
shaped by their awareness of how the state utilizes collected information for con-
trol purposes, with technological intrusiveness serving as an amplifying factor. The
interaction between state control intentions and technological intrusiveness shapes
what we call the “resistance threshold,” a critical point at which the perceived risks
outweigh perceived benefits, transforming public acceptance into resistance. Based
on this analytical framework, we propose the following hypotheses and test them in
the empirical sections:

Hypothesis 1: Awareness of state intentions of mass monitoring and targeted
repression will decrease public acceptance of digital surveillance, with greater
declines for more intrusive measures.

Hypothesis 2: Public acceptance of digital surveillance will decrease as techno-
logical intrusiveness increases.

Escalating Digital Control and State Data Collection in China

China’s digital control capabilities have evolved dramatically over the past two dec-
ades [22, 36], demonstrating a clear progression towards increasingly intrusive sur-
veillance technologies that provide more granular data about citizens’ lives. In the
early 2000 s, China’s digital control focused primarily on monitoring public spaces
through CCTV camera networks and ID tracking systems under the “Golden Shield
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Project” [56, 67]. These surveillance systems allowed authorities to monitor activi-
ties in public areas like transport hubs and internet cafes via cameras and ID scan-
ners [56]. By the late 2000 s, these CCTV networks had proliferated to provide com-
prehensive coverage of urban communities [34]. While advanced technologies like
facial recognition and Al-powered alert systems were integrated, enabling authori-
ties to identify and track specific individuals of interest, CCTV surveillance was still
largely restricted to open spaces [45].

The widespread use of smartphones in the mid-2010s marked a pivotal escala-
tion in digital surveillance [39]. Unlike CCTV cameras, smartphones are not devices
stationed in fixed locations but are intimately intertwined with individuals’ everyday
lives and are ever-present. They enabled far more intrusive digital control measures
[69]. Authorities began employing location tracking via GPS and cellular data to
continuously monitor citizens’ movements and map their social connections [46].
Additionally, smartphone usage data like calls, messages, social media, and brows-
ing histories were harvested to construct detailed digital profiles of personal behav-
iors [44]. These practices represented a profound intrusion into personal lives and
private domains, allowing unprecedented state visibility into citizens’ daily activi-
ties and social networks for control intentions.

More recently, the COVID-19 pandemic catalyzed the rapid escalation of digi-
tal control through the implementation of invasive health code systems. Leveraging
5G networks of state-owned telecommunications enterprises and e-governance plat-
forms by tech giants such as Tencent and Alibaba, these apps enabled real-time loca-
tion tracking and monitoring of citizens’ behaviors [75]. By categorizing people’s
virus exposure risk, the system facilitated stringent control over citizen mobility and
social interactions in unprecedented ways [44, 58].

The state collection of personal data was facilitated by state-corporate collabora-
tions [3, 4]. While much of this data collection is executed by corporate platforms,
China’s political system and legal framework enable comprehensive state access to
and sharing of the collected information [22, 70]. State-owned telecommunications
enterprises like China Mobile, China Unicom, and China Telecom provide direct
access to call records, SMS data, and location information in response to govern-
ment requests. For data collected by private enterprises, the 2017 Cybersecurity
Law and 2021 Data Security Law mandate that technology companies store user
data domestically and share it with authorities when requested. Major surveillance
technology providers like Hikvision and Dahua operate under national standards that
ensure data integration with public security networks, while social media platforms
establish standardized protocols that enable data sharing with the government.

At local levels, our fieldwork interviews with police officers in command centers'
and frontline police stations reveal a tiered system of data access authorization.” For

! Command centers function as intelligence hubs for public security organs, coordinating digital surveil-
lance, analysis, and police dispatch [56].

2 During our fieldwork in a prefectural-level city in South China between August and October 2022, we
conducted semi-structured interviews with police officers from the city-level and district-level command
centers and frontline police stations in three administrative districts.
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surveillance cameras installed in residential communities and apartment complexes,
public security bureaus can access the footage either through direct requests or via
city-level integrated systems that link these cameras to command centers. Access
to social media data like WeChat requires authorization by provincial command
centers, but telecommunications data like base station location tracking, SMS, and
phone records can be obtained directly through city-level authorities. In fact, loca-
tion tracking data, accessible with city-level permission, has become police officers’
preferred surveillance tool due to its convenience and accuracy. This tiered system
of data access and sharing creates a comprehensive surveillance infrastructure that
enables state access to personal information ranging from basic communications to
sophisticated behavioral patterns [44, 45].

Overall, the Chinese state has progressively adopted more invasive digital tech-
nologies to extend its social control from public spaces into more intimate spheres
of private life. The new systems represent escalating digital control, allowing the
state to achieve increasingly granular visibility and regulation over citizen behav-
iors and daily activities. The evolution of digital control in China thus provides an
opportune context to examine citizens’ attitudes to escalating surveillance.

Research Design
Survey Data Collection

To empirically test our hypotheses, we employ an independent-samples design with
two online survey experiments independently conducted between March 7 and April
19, 2023.3 The first sample was drawn from a pool of over 6.2 million registered
internet users managed by Wenjuanxing Survey Company, one of China’s largest
survey platforms.* The second sample was drawn from a pool of over 1 million reg-
istered internet users managed by Diaoyanjia Survey Company, a leading survey
platform widely used for professional market studies and academic research.” By
leveraging two distinct sampling pools (see Appendix A for demographic details of
the two sampling pools), we aim to mitigate potential biases associated with a single
data source and enhance the representativeness and robustness of our results.

The same questionnaire was distributed among all registered users in both sam-
pling pools, who are active internet users, primarily consisting of young netizens
(under the age of 40) across China. Participants were offered monetary rewards of
5 CNY (approximately 0.7 USD) for completing the questionnaire. Table 1 presents
the key demographic characteristics of our two samples. Participants in Sample 2

3 Before conducting data collection, we pre-registered our research design, including hypotheses, treat-
ment assignments, and questionnaires, on the Open Science Framework (OSF). Pre-registration helps us
avoid data-driven bias and enhances the reliability of this research.

* The Wenjuanxing sampling pool can be found at https://www.wjx.cn/sample/service.aspx. Last
accessed on April 28, 2025.

5 The Diaoyanjia sampling pool can be found at https://www.surveyplus.cn/panel.html. Last accessed on
April 28, 2025.
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Table 1 Sample Demographic

Characteristics Variables Sample 1 Sample 2
Male 46 (.50) .39 (.49)
Age 31.37 (7.17) 29.77 (9.33)
Education Level 2.80 (.49) 2.41 (.75)
Urban Hukou .57 (.49) .50 (.50)
Married .68 (.47) 40 (.49)
CCP Member .16 (.37) .10 (.30)
Observations 1049 1084

The number in each cell and that in the brackets indicate the mean
and standard deviation, respectively

were generally younger than those in Sample 1, had lower educational attainment,
fewer urban residents, fewer married individuals, and fewer Chinese Communist
Party (CCP) members. By examining these demographically diverse samples, we
aim to strengthen the robustness and generalizability of our findings. Figure 1 illus-
trates the geographic distribution of the respondents based on their primary residen-
tial areas.

Though our samples may not perfectly represent China’s general population
demographics, they capture a significant segment of the country’s internet-savvy
youth. This demographic group is particularly relevant to our research question, as
they are more likely to be aware of and have direct experiences with various surveil-
lance systems. The diversity of regional representation in our samples also helps to
capture a broad range of perspectives and experiences related to escalating digital
control across China.

To ensure data quality, we excluded low-quality or dubious responses using crite-
ria such as attention checks, response consistency, and completion time (see Appen-
dix B for details). After applying these exclusion criteria, our final dataset includes
1049 respondents in Sample 1 and 1084 respondents in Sample 2.

The anonymous survey experiment ensures the privacy and safety of our respond-
ents and mitigates self-censorship by respondents. The conversion rate, i.e. the per-
centage of survey participants who completed the entire questionnaire, is 56% and
48% in the two samples respectively. These conversion rates fall within the typical
range for online surveys and are comparable to other studies that focus on non-polit-
ically sensitive topics, such as marketing and educational research [20, 42, 47, 54].

In summary, by employing two independent samples and ensuring survey data
quality, our data collection process tries to maximize the robustness, representative-
ness, and validity of our findings.

Treatment and Measures
In our experimental survey design, participants were required to complete a 10-min-

ute-long survey questionnaire, which collected information on the respondents’
demographic background, technology affinity, privacy concerns, political attitudes,

@ Springer



When Does Surveillance Trigger Resistance? Public Response...

Count of Participants from Sample 1 )
w2 o2
251049 25049

@500 @507

@509 | @750 \

p A

® 100015 i @ 100150 4

) Missing 5 Missing

Count of Participants from Sample 2 )

Fig.1 Sample Geographical Distribution. Source: Authors’ compilation based on survey respondents’
residential locations

and acceptance of digital surveillance measures. In the survey experiment section,
we randomly assign respondents to one control and three treatment groups. As
shown in Table 2, all four groups were informed of the benefits of digital surveil-
lance including public safety and pandemic control. In the control group, respond-
ents received no information about state control motives underlying digital surveil-
lance. In treatment scenarios, respondents received additional information revealing
the state’s underlying control intentions, either mass monitoring (i.e., collecting
personal data on citizens), targeted repression (i.e., suppressing potential threats to
regime stability), or both control intentions concurrently.

To ensure information authenticity and mitigate the risk of censorship, all treat-
ment scenarios were constructed based on real cases reported by state media outlets
such as People’s Daily, China National Radio, China News, and Beijing News. The
reports cover various surveillance systems and widely known incidents of coercive
behaviors by Chinese local governments, such as using surveillance cameras to sup-
press villagers’ petitions, using health codes to prevent citizens from withdrawing
money from their bank accounts, or using health codes to prevent proprietors from
engaging in collective actions to defend their property rights. At the end of the sur-
vey, the links to these media reports are provided for the respondents’ reference (see
Appendix C for the full survey questionnaire design).

This between-group experimental design allows us to test our hypotheses by com-
paring the public acceptance of digital control measures across different treatment
groups. We expect that citizens’ awareness of the state’s control intentions (both
mass monitoring and targeted repression) will decrease public acceptance across all
digital control measures. Table 3 shows the treatment assignments in both samples.
As detailed in Appendix D, the randomization is successful, and the four groups are
well-balanced.
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Table 2 Treatment Information

Assignments

Treatment Information

Control

Monitoring Intention

Repression Intention

Both Intentions Concurrently

We are living in a digital era: CCTV cameras are ubiquitous on the

streets; facial recognition is often required to access certain public
areas”; smartphones and mobile payments have also become preva-
lent. With the help of big data, it is difficult for criminals to evade the
“Sky Net” surveillance, thus contributing to social order maintenance.
In addition, digital tracking technologies like “health code” can accu-
rately locate infected individuals and their close contacts, contributing
to pandemic control in the past three years.

We are living in a digital era ... in the past three years. However, these

advancements have enabled the state to collect and analyze citizens’
daily activities and behavior patterns through extensive camera sur-
veillance and smartphone tracking.

We are living in a digital era ... in the past three years. However, the

state has exploited these tools to suppress dissent and target individu-
als perceived as threats. For example, health codes were used to
impose mobility restrictions to prevent citizens from withdrawing
money from their bank accounts, while CCTV cameras were used

to monitor property owners who participated in collective rights-
defending activities.

We are living in a digital era ... in the past three years. However,

these advancements have enabled the state to collect and analyze
citizens’ daily activities and behavior patterns through extensive
camera surveillance and smartphone tracking. Furthermore, the state
has exploited these tools to suppress dissent and target individuals
perceived as threats. For example, health codes were used to impose
mobility restrictions to prevent citizens from withdrawing money
from their bank accounts, while CCTV cameras were used to moni-
tor property owners who participated in collective rights-defending
activities.

“Facial recognition systems are widely deployed as automatic entrance checks at public spaces like trans-
portation hubs and office buildings. During COVID-19, these practices were amplified through integra-
tion with health code verification via “electronic sentinels” (dianzi shaobing) - checkpoint machines
installed at high-traffic locations including hospitals, schools, residential communities, and office build-
ings to mandatorily verify individuals’ personal information, health status, and travel history [15, 41]

Table 3 Treatment Assignments

Group 1 Group 2 Group 3 Group 4
Assignments Control Monitoring Intention Repression Intention Both Inten-
tions Concur-
rently
N in Sample 1 263 262 257 267
N in Sample 2 275 274 269 268

After reading the assigned information, participants were asked to indicate their
support for four types of digital control measures with escalating intrusiveness and
data granularity. We focus on four types of commonly used digital control methods:
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1) CCTV cameras in public areas represent the initial form of digital control, offer-
ing limited data granularity and intrusion into private spheres [67]. 2) CCTV cam-
eras in residential communities represent a step further into semi-private spaces to
obtain more detailed information about citizens’ daily routines and social interac-
tions [52]. 3) Smartphone location tracking through GPS or cellular signal provides
visibility about citizens’ movements and social networks and offers a higher level
of data granularity [46]. 4) At the most intrusive level, smartphone usage analy-
sis harvests vast amounts of personal data, including calls, messages, social media
usage, browsing histories, etc. It allows for the construction of highly granular digi-
tal profiles that map intimate personal behaviors [44]. Public acceptance of the four
digital control measures was measured using a 4-point Likert scale, ranging from “1
strongly oppose”, “2 oppose”, “3 support”, to “4 strongly support” (see Table 4 for
details).

Statistical Models

We employ OLS regression to estimate how state control intentions affect public
acceptance of digital control. Our statistical model is as follows:

Y. = By + B Treatment; + a;x,; + -+ + aux;; + €

where Y, indicates the individual i’s acceptance for the four digital control measures
discussed earlier; Treatment; refers to the treatment scenarios of varied state control
intentions that individual i is randomly assigned to (“0” for the control group, “1”
for monitoring intention, “2"” for repression intention, and “3” for both intentions
concurrently); /3, is the intercept, and ¢ is the error term; x,; to x;; represent individ-
ual-level characteristics that may influence how individual i responds to different
digital control tools.

The control variables include the respondents’ demographics, political attitudes,
privacy and security concerns, and technology affinity collected in the survey ques-
tionnaire (see Appendix C for the detailed survey questions). They are selected
based on our theoretical framework and existing literature on public opinions about
state control.

First, we incorporate basic demographic characteristics, such as gender, age, edu-
cation level, hukou status, marital status, and CCP party membership, as they may
shape individuals’ attitudes toward state control and digital technologies [68].

Second, we control for citizens’ political attitudes, specifically political trust and
social trust, as they are closely associated with public support for state policies [62]
including digital control [49]. Existing studies have found that trust in the govern-
ment and inter-personal trust are positively related to support for digital control

6 We deliberately chose a 4-point scale over the conventional 5-point scale [14, 23]. As research suggests
that the neutral option in a 5-point scale often does not reflect true neutrality but allows respondents to
circumvent sensitive questions that they are reluctant to answer [30, 60], the 4-point scale allows us to
more accurately gauge the respondents’ attitudes toward the surveillance measures.
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measures in China including facial recognition [29], the social credit system [26],
and close contact tracing for COVID-19 containment [27].

Third, we account for privacy concerns and concerns about personal safety and
social stability, which are important factors influencing public support for digital
control [9, 49]. Individuals more concerned about personal safety and social stabil-
ity may embrace stricter digital control. Conversely, those who prioritize their pri-
vacy may be more cautious about the state overstepping into the personal realm.

Last, drawing on existing studies on public responses toward digital systems
[64—66], past experience and knowledge of digital technologies will influence citi-
zens’ decisions on future adaptation [24, 28, 68]. We control for citizens’ affinity
towards CCTV cameras and smartphones (i.e., smartphone usage frequency and
CCTYV camera installation habits), the key digital control measures under this study.

Empirical Results

The analysis of the two independent samples consistently supports our hypothe-
sis that public acceptance of digital control decreases as the level of intrusiveness
increases. Figure 2 shows the average levels of public acceptance for the four control
measures. CCTV cameras installed in public areas receive the highest acceptance
rate, and that of CCTV cameras in residential areas is slightly lower but still rela-
tively high (around 3.35 and 3.30, respectively, out of 4). However, public accept-
ance drops dramatically for smartphone monitoring, which is far more intrusive and
collects more detailed personal data. The acceptance rate for location tracking drops
to around 2.7, and smartphone usage analysis drops even further to around 2.2,
which is in the “oppose” range in the survey response.
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These findings provide important context for understanding how citizens eval-
uate surveillance risks. The sharp decline in acceptance between CCTV camera
surveillance and smartphone monitoring suggests a critical threshold in public
tolerance. When digital surveillance escalates from camera surveillance at fixed
locations to individualized monitoring that enables more precise targeting, citi-
zens become significantly more resistant, despite the propagated benefits of pub-
lic safety and health. This pattern sets the stage for examining how awareness of
state control intentions further shapes public acceptance.

We hypothesize that informing Chinese citizens of the state’s monitoring and
repressive intentions would reduce public acceptance of digital control, with
greater effects for more intrusive control measures. Table 5 presents the t-test
results of the two independent samples, comparing the mean differences in public
acceptance between the treatment and control groups.

The results reveal statistically significant differences in almost all cases. From
top to bottom rows in Table 4, we observe that revealing state intentions of mass-
ing monitoring, targeted repression, and both to the respondents leads to increas-
ing declines in their acceptance of all the digital control measures. Meanwhile,
from left to right columns in each sample, the effect of awareness about state con-
trol intentions on public acceptance is also larger for the more intrusive cellphone
surveillance than for CCTV cameras. These findings indicate that awareness of
state control intentions significantly shapes public responses to digital control in
China, with stronger effects observed for more intrusive technologies that enable
more granular data collection and more precise targeting of citizens.

To examine the empirical findings more thoroughly, we conduct OLS regres-
sions utilizing the model specifications outlined in Section 4.3. Since the discus-
sion above shows highly similar and stable patterns between our two samples,
to enhance readability, we merge them into one dataset in the subsequent analy-
ses. To ensure the robustness of our findings, we also run regressions on the two
samples respectively, and the results are highly consistent (see Appendix E for
details). In addition to OLS regression, we also conduct ordinal logistic regres-
sion, treating the dependent variables as ordinal variables. The statistical results
remain robust (see Appendix F for details).

Table 6 presents the regression results on the combined samples. Models 1-4
show the baseline results with only the treatment variables as the predictors.
Models 5-8 are the full models incorporating individual-level covariates. The
treatment effects remain stable and statistically significant in almost all the mod-
els, with targeted repression consistently showing stronger negative effects than
mass monitoring. This pattern could be because Chinese citizens are more aware
of and accustomed to the state’s mass monitoring, whereas less familiar with how
surveillance can be weaponized against specific individuals. When they realize
the state’s repressive motives can pose a substantial threat to personal autonomy
and rights, their acceptance of digital control measures declines more strongly.
The effects are particularly pronounced for smartphone surveillance, suggesting
that the effects of state control intentions become more salient when surveillance
enables more precise tracking of individuals.
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Specifically, the full models show that for CCTV cameras in public areas, reveal-
ing the state’s mass monitoring intentions and repression intentions both lead to sta-
tistically significant decreases in public acceptance, while their combination leads
to a 4% reduction from the average support level. For CCTV cameras in residential
communities, which represent a step towards more intrusive surveillance, reveal-
ing monitoring and repression intentions both lead to significant decreases, while
their combination leads to a 5.4% reduction from the average support level. These
patterns are similar to those observed for public CCTV surveillance, but the larger
magnitudes of the coefficients suggest that as cameras penetrate the semi-private
realm, citizens’ perceived threats from state control are amplified. For smartphone
location tracking, revealing monitoring and repression intentions also leads to signif-
icant decreases in public acceptance, while their combination leads to a larger 11.6%
decline from the average support level. Similarly, for smartphone behavior analysis,
monitoring and repression intentions both decrease support, while their combination
results in an even steeper 12.6% decline from the average support level.

Interestingly, revealing the state’s control intentions generates the largest mag-
nitudes of decline in public support for smartphone location tracking, although it
is less intrusive than smartphone behavior analysis. This trend likely stems from
Chinese citizens’ recent negative experiences with location tracking surveillance
during the COVID-19 pandemic, including the “travel tracer” system and mobility
constraints [75]. Revealing the state’s control intentions during the survey may have
brought respondents’ negative experiences to the forefront [78], thus leading to a
more significant decline in public acceptance of location tracking.

Regarding the covariates, political trust is significantly and positively associ-
ated with public acceptance of digital control, with a more substantial impact on the
acceptance level of intrusive smartphone monitoring. This echoes existing studies
that link political trust with public approval of surveillance, such as the social credit
system [26, 38]. But the association between social trust and public acceptance is
negligible and statistically insignificant. Personal safety and social stability concerns
show a consistent pattern: both positively predict acceptance of CCTV surveillance
but turn negative for smartphone monitoring, suggesting that citizens’ evaluation of
security benefits versus control risks shifts as surveillance becomes more capable
of precise targeting, indicating that citizens may view the latter more as risks than
benefits due to the potential abuse of intimate data collected from cellphones. Pri-
vacy concerns are negatively associated with support for smartphone monitoring
but have a negligible impact on support for camera surveillance. This finding sug-
gests that Chinese citizens’ lack of privacy concerns, as some earlier studies argue
[79, 80], mainly applies to less intrusive surveillance technologies, but once surveil-
lance invades the personal sphere via cellphone, privacy concerns will manifest and
undermine public approval.

Citizens’ affinity for CCTV cameras, especially their choice to install cameras
at home, has a positive effect on all four digital control measures. In contrast, citi-
zens’ affinity to smartphones has a small and insignificant effect on their accept-
ance level for less intrusive CCTV systems, but the coefficient turns negative for
smartphone location tracking and becomes negative and significant for smartphone
behavior analysis. This suggests that frequent smartphone users tend to perceive
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greater threats associated with the intrusion of smartphone-based control measures,
as smartphone surveillance can be omnipresent and hard to evade, making it a pow-
erful weapon for state control over individuals.

As for the demographic controls, female participants tend to express higher
acceptance of digital control, possibly due to their prioritization of perceived secu-
rity benefits over potential threats. Individuals with higher levels of education are
less accepting of digital control, particularly for intrusive smartphone monitoring.
This can be attributed to their greater concern about personal rights and more criti-
cal attitudes toward state control. Urban residents also exhibit lower acceptance
for digital surveillance, possibly because they have previously experienced or wit-
nessed more severe consequences of digital controls during the COVID-19 pan-
demic than their rural counterparts. CCP party members exhibit lower acceptance
of digital control, which can be attributed to their higher level of political awareness
and understanding of the digital control systems. They may also be more concerned
about the potential exposure of sensitive activities by digital surveillance. However,
these demographic factors are not statistically significant in all models.

To further examine variations in the effects of state control intentions on digi-
tal surveillance perceptions across citizen subgroups, we also conduct heterogene-
ity analysis (see Appendix G for details). Using subsample analysis with the full
model specification, we find that CCP members demonstrate a distinctive pattern
of relative tolerance of the state’s monitoring intentions across surveillance forms,
yet exhibit heightened resistance when informed of the state’s repressive intentions,
suggesting that even for political elites, surveillance acceptance has critical bounda-
ries. Privacy emerges as a moderating factor, with individuals reporting high pri-
vacy concerns displaying more negative responses, especially to more intrusive sur-
veillance technologies.

Taken together, our statistical results reveal a stark pattern: awareness of state
intentions of mass monitoring and targeted repression significantly reduces public
acceptance across all surveillance measures. The negative impact proves particu-
larly pronounced for smartphone surveillance that enables precise identification and
tracking of individuals. The findings suggest that as regimes deploy more intrusive
technologies to gather granular data, they risk crossing the resistance threshold and
catalyzing public opposition. This dynamic underscores fundamental constraints on
digital authoritarianism: regimes must balance their surveillance ambitions against
the risk of public resistance when citizens recognize how collected information can
be exploited for control purposes.

Robustness Checks and Textual Analysis

This section presents additional checks to ensure the reliability of our findings.
First, to address the challenge of preference falsification, where respondents
may intentionally conceal their true attitudes when answering politically sensitive
questions [21, 31], we construct a “self-censorship” index to control for the extent
to which respondents obscure their genuine views toward the regime due to social
desirability concerns. This index, inspired by the approach of Shen and Truex
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[57], measures the difference in item non-response rates (i.e., “Don’t Know” and
“Hard to Say” responses) between politically sensitive questions (e.g., political
trust, regime compliance) and non-sensitive questions (e.g., demographics). A
higher value indicates greater self-censorship, as respondents are more likely to
refuse to answer sensitive questions than non-sensitive ones. After including this
self-censorship index as a control variable in our statistical models, our key find-
ings remain highly stable and consistent across different model specifications (see
Appendix H for details). These robust results mitigate concerns that our findings
may be biased by respondents’ tendency to provide socially desirable responses
on sensitive political topics related to the regime, especially in the authoritarian
context.

Second, to address the issue of missing values in our survey data, which may
lead to biased estimation, we use multiple imputations to estimate the missing val-
ues (see Appendix I for details). Specifically, we use Amelia’s EMB (expectation-
maximization with bootstrapping) algorithm, which applies the EM algorithm on
bootstrapped samples of the incomplete data to draw complete-data parameters and
then uses these parameters to generate imputed values for missing data [19]. This
approach maximizes statistical power while minimizing bias when data are not miss-
ing completely at random — a common scenario in survey research. After recovering
the full sample, our key findings remain stable. This consistency bolsters confidence
that our conclusions are not influenced by the missing values in the original data,
further reinforcing the robustness of our empirical results.

Third, to gain additional insights into citizens’ perceptions, we analyzed over
2000 open-ended responses collected through our survey. Participants across differ-
ent treatment groups were asked about their general feelings about digital control
practices in China. They offered a plethora of answers showing divergent attitudes,
such as “I support digital control, which is inevitable in the digital age,” “Big data
is very useful for social management, but the government should manage the data
responsibly,” and “Big data analysis is going too far now.” Given the large volume
of textual data, we leverage advanced large language models (LLMs) to conduct
sentiment analysis [82]. We deploy multiple open-source LLM models locally to
determine the sentiment underlying each open-ended response about digital control
perceptions on a scale from 0 (very negative) to 1 (very positive). Higher scores
(> 0.7) emphasize the benefits of digital surveillance such as governance efficiency,
moderate scores (0.4-0.6) recognize both risks and benefits, while lower scores (<
0.3) express strong reservations about digital control and loss of autonomy (see
Appendix J for details).

The textual analysis reveals patterns that align with our theoretical arguments.
Respondents express more negative sentiments regarding digital control in general
when informed about state control intentions. Specifically, we observe a 5% decrease
in sentiment scores for awareness of monitoring intentions, a 7% decrease for repres-
sive intentions, and a 10% decrease when both monitoring and repressive intentions
are presented concurrently (see Fig. 3). The sentiment analysis of the open-ended
responses provides additional evidence that corroborates our main findings: As citi-
zens become more aware of state control intentions, their general attitude toward
digital control turns more negative.
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Fig.3 Sentiments in Open- 0.5
ended Responses
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Discussion and Conclusion

This study proposes and empirically tests a risk-benefit analytical framework that
transcends traditional privacy-security trade-offs to explain public perceptions of
digital surveillance in authoritarian contexts. We argue that public acceptance or
resistance to surveillance technologies is conditional on the perceived risks versus
benefits, which can accommodate more factors than just privacy versus security.
While the benefits are widely believed to lie in public security and health, the per-
ceived risks are far beyond the privacy concerns emphasized in existing literature.
In authoritarian contexts, citizens’ risk assessments reflect a more complex political
calculus due to the state’s control intentions, including mass monitoring and targeted
repression. Whereas the threat of mass monitoring stems from pervasive surveil-
lance of all citizens, targeted repression presents personalized threats of state coer-
cion against individuals. These political risks are further amplified by technologi-
cal intrusiveness, as surveillance systems that penetrate deeper into private spheres
enable more granular collection of personal data and more precise targeting of indi-
viduals. The awareness of state control intentions and technological intrusiveness
collectively shape citizens’ risk perceptions of digital surveillance.

We test these theoretical arguments through a survey experiment on two inde-
pendent samples. The survey results demonstrate that revealing the state’s control
intentions - both mass monitoring and targeted repression - significantly reduces
public acceptance of digital surveillance, with stronger effects for the more intrusive
measures. The statistical results are robust to regression analyses on both independ-
ent samples and the combined samples and stand a series of robustness tests. The
empirical findings thus strongly support our arguments that citizens become signifi-
cantly more alert and resistant when they are aware of surveillance’s potential for
political control and repression.
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Contrary to earlier findings suggesting widespread acquiescence to digital sur-
veillance [26-29, 61], we find that Chinese citizens respond differently to various
digital control measures. By disaggregating surveillance across a spectrum of intru-
siveness, our study helps reconcile the seemingly contradictory findings in existing
research. For relatively unintrusive measures like CCTV cameras, citizens exhibit
high acceptance. However, acceptance levels decrease significantly for more inva-
sive technologies of smartphone monitoring that intrude into private spheres to col-
lect more granular data and enable more precise state control. This pattern of vary-
ing acceptance becomes particularly pronounced when combined with awareness of
state control intentions - citizens show stronger resistance to intrusive technologies
when their potential for mass monitoring and targeted repression is revealed.

Our findings highlight the existence of a “resistance threshold,” a point at which
the perceived risks outweigh the benefits of digital surveillance and trigger a sharp
decline in public acceptance. As regimes push surveillance measures in pursuit of
more granular data and when citizens become aware of how the collected data can
be weaponized for political control, they risk crossing the threshold and encounter-
ing significantly increased public resistance.

Such dynamics are not unique to China. Comparative studies reveal that intrusive
surveillance, such as spyware in Middle Eastern regimes, has encountered stronger
opposition than less advanced systems [12]. The expanding surveillance in Rus-
sia has prompted growing skepticism, particularly when it targets political activists
rather than criminals [12, 43]. Autocrats have learned that for sophisticated informa-
tion control to succeed, it’s better to keep citizens unaware of their control intentions
[17]. These observations suggest that even in different institutional contexts, public
perception is similarly shaped by the awareness of state control intentions and the
intrusiveness of surveillance. Our risk-benefit framework thus offers analytical lev-
erage for understanding surveillance dynamics across authoritarian systems.

This research generates important implications for authoritarian resilience and
state-society relations in the era of digital authoritarianism [11, 51, 73]. While tech-
nological innovations enhance state surveillance capabilities, our findings suggest
that public opposition can heighten when citizens recognize how collected infor-
mation might be weaponized for political control. This resistance is likely to grow
as surveillance technology increasingly intrudes into citizens’ private lives for
more precise monitoring and repression. To prevent such intrusion from provoking
public revolt, authoritarian regimes may need to promote added benefits, such as
national security and governance efficiency, to justify tighter digital control. They
are also motivated to conceal the political risks that citizens face by implementing
more secretive surveillance and discreet repression to decrease public awareness and
aversion.

Finally, we acknowledge the limitations of this study. While our sample captures
a significant segment of China’s internet-savvy youth, it may not perfectly represent
the demographic composition of the general Chinese population. Younger, urban,
and more educated individuals may be more aware of digital control compared to
older, rural, and less educated segments of the population. How different socio-
economic and regional groups perceive digital control warrants further examina-
tion. Moreover, our study provides a snapshot of public attitudes but cannot capture
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potential long-term shifts as digital control systems dramatically expand and routi-
nize. Initial resistance could give way to resigned acceptance, or societal opposition
could intensify over time if the state continuously escalates digital control. Longitu-
dinal analysis is needed to understand the long-term patterns.
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